
  



 

 
Evidence of Testing -What constitutes good evidence? 

By Vu Lam and Griffin Jones 

Introduction 
 

Consider the potential discrepancy between an eye-witness account of an event and a video of that 

event, and you begin to get an idea of how important it can be to identify and record what really 

happened. It’s the reason that aircraft have black box recorders and police cruisers have a video camera 

fitted on the dashboard. Real evidence is not filtered by memory, or colored by expectations. Real 

evidence is reliable and detailed. Anyone reviewing good evidence later can use it to come to the same 

conclusions that you did. 

Recording and maintaining good evidence of testing is growing more important all the time. The ability 

to document what actually happened during the development of hardware or software is vital in many 

industries. Medical equipment is a great example, as any failure could lead to unexpected complications 

or even a death. In the event that this occurs, auditors must be able to review the original 

manufacturing process and track the usage and maintenance of the machine during its lifecycle. 

Clear, irrefutable evidence, with proven integrity, which is easy to retrieve, takes the sting out of any 

auditing process. It also encourages a professional and thorough approach to the task at hand. 

With more regulation and new auditing standards, compliance is becoming a real issue in the financial 

services industry. The Dodd–Frank Wall Street Reform and Consumer Protection Act demands increased 

transparency. The Sarbanes-Oxley Act (SOX) dictates that all business records must be stored for at least 

seven years. Auditing standards, such as SAS 70 closely examine the controls and safeguards that 

organizations have in place to deal with customer’s data and financial reporting. 

New standards demand a fresh approach to gathering and storing evidence. The potential cost of a 

failed audit far outweighs insuring against it by adopting a sensible, comprehensive chain of evidence. 

In this white paper we are going to explore the qualities that ensure good evidence of testing. We’re 

going to explore what can go wrong during the collection phase, and discuss the negative implications of 

failing to keep good evidence of testing, before we outline some better practices to help you stay 

compliant. 

 

 

 



 

 

The Qualities of Good Evidence 
 

It is very easy to inadvertently create weak evidence. Missing data, lack of clarity, and problems verifying 

the integrity of evidence can render it unpersuasive. Start by considering who the evidence is for, so that 

you can ensure it is clear for an auditor (or for you or your own group – six months or six years later). 

Ask yourself what they’ll want, or expect, to see. Make it as objective as possible. The auditor should be 

able to review the evidence and reach the same conclusion as you without too much guidance or 

deliberate framing.  

Here are some important qualities for good evidence of testing; we’ll outline some recommendations 

later in this document: 

Authenticity - Evidence should be original documentation rather than copies wherever possible.  

Integrity - Evidence must be verified and protected from damage or deterioration.  

Readability - Evidence must be readable by humans and machines.  

Accessibility - Evidence has to be stored in such a way that an auditor can retrieve it quickly when they 

want it.  

Change tracking - Evidence may undergo change, but changes should not obscure previous information.  

Accountability - Evidence should always be attributable.  

Contemporary - Evidence created after the fact is not as reliable.  

If you record your evidence carefully then a third-party should be able to come in to audit or investigate;   

they should be able to reconstruct exactly what happened, step-by-step in order to come to the same 

results and conclusions that you did. 

 

 

 

 

 

 

 



 

 

What does failure mean? 
 

The consequences of failing to collect and store good evidence of testing can be catastrophic. If an 

auditor feels that you have deliberately altered, destroyed, hidden, or falsified a record, then you can be 

prosecuted. The SOX Act allows firms to be fined up to $2 million per violation, up to a maximum of $15 

million. Individuals can be disbarred, fined up to $100,000 for each violation, or even imprisoned for up 

to ten years. The Dodd-Frank Act carries similar penalties and there are other regulations to consider. 

Aircraft maintenance records are another example of where fines for poor record keeping practices can 

be greater than the cost to create and maintain the records. 

Mistakes to avoid 
There are a lot of threats to your successful collection of good evidence and it’s easy to fall into the trap 

of using the wrong method. The risk of negligence being read as a willful breach necessitates a careful 

approach. Here are a few common mistakes that companies make: 

Record what you actually did, not what you intended to do. People bring their assumptions to the table 

with software testing and this can color the evidence that is gathered. Consider a simple check list. It is 

based on expectations, heavily scripted, and it dictates what the tester is supposed to do, without 

necessarily explaining how they should do it. What does a simple checkmark tell you? Checklists, no 

matter how detailed, are not good evidence all by themselves. 

When you take notes during a meeting or a specific test there is a temptation to clean them up later. 

You may want to summarize them more coherently, but by destroying the originals, you are damaging 

the authenticity of your evidence and introducing an opportunity for falsification or just inadvertent 

editing or error. 

Testing groups will often share user accounts. By failing to clearly record the specific person responsible 

for each action, it’s impossible to track ownership at a later date. You don’t know who did what and, 

after the fact, it is no longer possible to establish it. 

Evidence tends to be structured to show the outcomes. It is streamlined to remove the conversation, 

the imperfections, and the mistakes, but this can look suspicious to auditors. It is better to try and 

record evidence in its rawest form. 

It is also easy to miss things you are not looking for. Testers are frequently primed and a reliance on 

strict scripts can laser-focus attention on specific areas to the detriment of everything else, potentially 

causing major issues to go unnoticed and unrecorded.  (The Therac-25 incite is a likely example.) 

 

http://courses.cs.vt.edu/cs3604/lib/Therac_25/Therac_1.html


 

 

Recommendations 
 

We’ve looked at some of the qualities that define good evidence and we’ve seen some potential pitfalls 

to avoid; now it’s time to examine best practices.  

Observe the testing process in real-time by peering over shoulders. Reports and metrics are tailored and 

they are designed to form conclusions. If you only look at the big picture then you can easily miss 

important details. 

Start by considering the qualities we outlined at the start of this white paper. You want to produce 

authentic, readable, and accessible evidence that has integrity. It should always be recorded in real-

time, not after the fact, and there should be a clear audit trail that tracks changes and establishes 

accountability.  

 Using original documentation and notes makes evidence easier to authenticate and resistant to 

falsification. 

 Integrity makes it harder to refute, but this can be a challenge with digital evidence. You need a 

timestamp that is resistant to manipulation. 

 If evidence is only readable by a particular machine or piece of software then you must consider 

that when storing it. Recording it is no good if you can’t retrieve and read what you need at a 

later date. 

 You must be able to say where the data is, how you will retrieve it, and how long it will take. 

 A single strike system for changes ensures that the original data is readable, and all changes 

must be initialed and dated to preserve the integrity. Where relevant, a reason for the change 

should also be recorded. 

 It should be clear which specific person was responsible for each recorded piece of data. 

 Recollections are not always accurate. Evidence should be recorded in real-time as it happens. 

 

Recommend a Simple Tool 
Employ tools and software that record the entire process. Don’t rely on people to record what they did, 

or refer to scripts or checklists, use a tool to record it. That way you can always go back and check. For 

testing, notated screenshots and video evidence may still leave gaps. The right software tools will record 

every step of the testing process, including who did what, when they did it, and precisely how they did 

it.  Additionally, the tool needs to be unobtrusive, complimenting the testing flow as opposed to 

impeding it.   

 

 



 

 

 

The qTest eXplorer software from QASymphony records every key stroke and action during a test 

session, alongside pertinent data on the tester and environment. Information is stored as screens and 

steps that are easy to search and view. It has a manageable size versus an actual video recording. It’s an 

easy solution for the Agile age that won’t bog you down with manual input requirements, but will 

provide the objective evidence that you need. 

 

Solutions such as qTest eXplorer provide the detailed documentation necessary to produce auditability 
of exactly what was tested, how it was tested and by whom.  This precise trail of testing activity is 
perfectly suited for regulated industries such as financial services and healthcare, which require detailed 
evidence of testing.   

Conclusion 
 

Strong evidence builds credibility and by taking the right approach at the outset, when you make the 

odd inevitable mistake later down the line, an auditor will be more willing to give you the benefit of the 

doubt. The accurate recording of errors and omissions that can be reviewed and discovered by a 

third party implies that there is integrity in the way you collect evidence. How your organization 

investigates failures and omissions, and implements effective preventive and corrective actions will 

directly impact the organizational credibility.  

The new regulatory pressures on the financial services industry necessitate a new strategy to record 

evidence of testing. By planning methodically and employing the right tools it is possible to collect high 

quality evidence of testing without introducing a major overhead. 

The data that’s generated is vital for the auditing process and dramatically reduces the risk of legal 

action being brought against the organization. It can also be leveraged in any post-mortem situation to 

identify systemic problems or weaknesses, and establish accountability. Ultimately the potential 

benefits of collecting good evidence of testing far outweigh the costs. 

# # # 

 

 

 

 



 

 

About the Authors 

Vu Lam is CEO of QASymphony, a leading developer of Quality Management solutions for software 

developers and QA testers.  He was previously with First Consulting Group and was an early pioneer in 

Vietnam’s offshore IT services industry since 1995. An entrepreneur at heart, he started multiple 

technology ventures, including Paragon Solutions, a technology consulting company with international 

development centers in Bangalore, India, and Ho Chi Minh City, Vietnam. Following Paragon's 

acquisition by NASDAQ traded FCG, he led the growth of the organization from 400 to 1300 resources. 

In 2011, he co-founded QASymphony, a vendor of software testing tools, with Josh Lieberman. He holds 

a MS degree in electrical engineering from Purdue University. You may reach him at 

vulam@qasymphony.com.  

An agile tester, trainer, and coach, Griffin Jones provides consulting on context-driven software testing 

and regulatory compliance to companies in regulated and unregulated industries. Recently, he was the 

director of quality and regulatory compliance at iCardiac Technologies which provides core lab services 

for the pharmaceutical industry to evaluate the safety of their potential new drugs. Griffin was 

responsible for all matters relating to quality and FDA regulatory compliance including presenting the 

verification and validation (testing) results to external regulatory auditors. He is currently a host of the 

Workshop on Regulated Software Testing (WREST). Reach Griffin 

at griffin.jones@congruentcompliance.com. 

 

http://www.qasymphony.com/?utm_source=PR_Vchannels&utm_medium=article&utm_campaign=Reimagining+the+Tester+for+the+Agile+age
mailto:vulam@qasymphony.com
mailto:griffin.jones@congruentcompliance.com

